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Software License Agreement: Terms and Conditions
The media and/or any online materials accompanying
this book that are available now or in the future contain
programs and/or text files (the "Software") to be used in
connection with the book. SYBEX hereby grants to you
a license to use the Software, subject to the terms that
follow. Your purchase, acceptance, or use of the Software will constitute your acceptance of such terms.
The Software compilation is the property of SYBEX
unless otherwise indicated and is protected by copyright
to SYBEX or other copyright owner(s) as indicated in
the media files (the "Owner(s)"). You are hereby
granted a single-user license to use the Software for your
personal, noncommercial use only. You may not reproduce, sell, distribute, publish, circulate, or commercially
exploit the Software, or any portion thereof, without the
written consent of SYBEX and the specific copyright
owner(s) of any component software included on this
media.
In the event that the Software or components include
specific license requirements or end-user agreements,
statements of condition, disclaimers, limitations or warranties ("End-User License"), those End-User Licenses
supersede the terms and conditions herein as to that particular Software component. Your purchase, acceptance, or use of the Software will constitute your
acceptance of such End-User Licenses.
By purchase, use or acceptance of the Software you further agree to comply with all export laws and regulations of the United States as such laws and regulations
may exist from time to time.
Software Support
Components of the supplemental Software and any
offers associated with them may be supported by the
specific Owner(s) of that material, but they are not supported by SYBEX. Information regarding any available
support may be obtained from the Owner(s) using the
information provided in the appropriate read.me files or
listed elsewhere on the media.
Should the manufacturer(s) or other Owner(s) cease to
offer support or decline to honor any offer, SYBEX
bears no responsibility. This notice concerning support
for the Software is provided for your information only.
SYBEX is not the agent or principal of the Owner(s),
and SYBEX is in no way responsible for providing any
support for the Software, nor is it liable or responsible
for any support provided, or not provided, by the
Owner(s).
Warranty
SYBEX warrants the enclosed media to be free of physical defects for a period of ninety (90) days after purchase. The Software is not available from SYBEX in any
other form or media than that enclosed herein or posted
to www.sybex.com. If you discover a defect in the

media during this warranty period, you may obtain a
replacement of identical format at no charge by sending
the defective media, postage prepaid, with proof of purchase to:
SYBEX Inc.
Product Support Department
1151 Marina Village Parkway
Alameda, CA 94501
Web: http://www.sybex.com
After the 90-day period, you can obtain replacement
media of identical format by sending us the defective
disk, proof of purchase, and a check or money order for
$10, payable to SYBEX.
Disclaimer
SYBEX makes no warranty or representation, either
expressed or implied, with respect to the Software or its
contents, quality, performance, merchantability, or fitness for a particular purpose. In no event will SYBEX,
its distributors, or dealers be liable to you or any other
party for direct, indirect, special, incidental, consequential, or other damages arising out of the use of or inability to use the Software or its contents even if advised of
the possibility of such damage. In the event that the Software includes an online update feature, SYBEX further
disclaims any obligation to provide this feature for any
specific duration other than the initial posting.
The exclusion of implied warranties is not permitted by
some states. Therefore, the above exclusion may not
apply to you. This warranty provides you with specific
legal rights; there may be other rights that you may have
that vary from state to state. The pricing of the book
with the Software by SYBEX reflects the allocation of
risk and limitations on liability contained in this agreement of Terms and Conditions.
Shareware Distribution
This Software may contain various programs that are
distributed as shareware. Copyright laws apply to both
shareware and ordinary commercial software, and the
copyright Owner(s) retains all rights. If you try a shareware program and continue using it, you are expected to
register it. Individual programs differ on details of trial
periods, registration, and payment. Please observe the
requirements stated in appropriate files.
Copy Protection
The Software in whole or in part may or may not be
copy-protected or encrypted. However, in all cases,
reselling or redistributing these files without authorization is expressly forbidden except as specifically provided for by the Owner(s) therein.
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Introduction
Microsoft’s Microsoft Certified Systems Administrator (MCSA) and Microsoft Certified Systems
Engineer (MCSE) tracks for Windows 2000 and Windows Server 2003 are the premier certifications
for computer industry professionals. Covering the core technologies around which Microsoft’s
future will be built, these programs are powerful credentials for career advancement.
This book is organized according to Microsoft’s official objectives for the Installing, Configuring, and Administering Microsoft Windows XP Professional (Exam 70-270) exam. The
chapters correspond to the seven broad objective categories:


Installing Windows XP Professional



Implementing and Conducting Administration of Resources



Implementing, Managing, Monitoring, and Troubleshooting Hardware Devices and Drivers



Monitoring and Optimizing System Performance and Reliability



Configuring and Troubleshooting the Desktop Environment



Implementing, Managing, and Troubleshooting Network Protocols and Services



Configuring, Managing, and Troubleshooting Security

Within each chapter, the individual exam objectives are addressed. Each section of a chapter
covers one exam objective. For each objective, I first present the critical information and then
follow it with several Exam Essentials. Additionally, each chapter ends with a section of Review
Questions. Here is a closer look at each of those components:
Critical Information Each individual exam objective section begins with a Critical Information section that presents detailed information that is relevant to the exam. This is the place to
start if you’re unfamiliar with or uncertain of the technical issues related to the objective.
Exam Essentials Here I give you a short list of topics that you should explore fully before you
take the test. These Exam Essentials sum up the key information you should take out of the
exam objective section.
Review Questions This section comes at the end of every chapter. It provides 10 questions
that should help you gauge your mastery of the chapter.

The Microsoft Certified Professional Program
Since the inception of its certification program, Microsoft has certified over 1.5 million people.
As the computer network industry increases in both size and complexity, this number is sure to
grow—and the need for proven ability will also increase. Companies rely on certifications to verify
the skills of prospective employees and contractors.
Microsoft has developed its Microsoft Certified Professional (MCP) program to give you credentials that verify your ability to work with Microsoft products effectively and professionally.
Obtaining your MCP certification requires that you pass any one Microsoft certification exam.
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Several levels of certification are available based on specific suites of exams. Depending on your
areas of interest or experience, you can obtain any of the following MCP credentials:
Microsoft Certified System Administrator (MCSA) on Windows 2000 or Windows
Server 2003 This certification targets system and network administrators with roughly
6 to 12 months of desktop and network administration experience. The MCSA can be considered the entry-level certification. You must take and pass a total of four exams to obtain
your MCSA. Or, if you are an MCSA on Windows 2000, you can take one Upgrade exam
to obtain your MCSA on Windows Server 2003.
Microsoft Certified System Engineer (MCSE) on Windows 2000 or Windows Server 2003
This certification track is designed for network and systems administrators, network and systems analysts, and technical consultants who work with Microsoft Windows 2000 Professional
and Server and/or Windows XP and Server 2003 software. You must take and pass seven exams
to obtain your MCSE. Or, if you are an MCSE on Windows 2000, you can take two Upgrade
exams to obtain your MCSE on Windows Server 2003.
Microsoft Certified Desktop Support Technician (MCDST) This certification track is the
newest from Microsoft. This program is aimed at professionals who support end users in Windows 2000/2003 and XP. You must take two exams to earn your MCDST.
Microsoft Certified Application Developer (MCAD) This track is designed for application
developers and technical consultants who primarily use Microsoft development tools. Currently, you can take exams on Visual Basic .NET or Visual C# .ΝΕΤ. You must take and pass
three exams to obtain your MCSD.
Microsoft Certified Solution Developer (MCSD) This track is designed for software engineers
and developers and technical consultants who primarily use Microsoft development tools. Currently, you can take exams on Visual Basic .NET and Visual C# .ΝΕΤ. You must take and pass five
exams to obtain your MCSD.
Microsoft Certified Database Administrator (MCDBA) This track is designed for database
administrators, developers, and analysts who work with Microsoft SQL Server. As of this printing, you can take exams on either SQL Server 7 or SQL Server 2000. You must take and pass
four exams to achieve MCDBA status.
Microsoft Certified Trainer (MCT) The MCT track is designed for any IT professional who
develops and teaches Microsoft-approved courses. To become an MCT, you must first obtain
your MCSE, MCSD, or MCDBA, then you must take a class at one of the Certified Technical
Training Centers. You will also be required to prove your instructional ability. You can do this
in various ways: by taking a skills-building or train-the-trainer class, by achieving certification
as a trainer from any of several vendors, or by becoming a Certified Technical Trainer through
CompTIA. Last of all, you will need to complete an MCT application.
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The Installing, Configuring, and Administering Microsoft
Windows XP Professional Exam
The Windows XP Professional exam covers concepts and skills related to installing, configuring, and managing Windows XP Professional computers. It emphasizes the following elements
of Windows XP Professional support:


Installing Windows XP Professional



Implementing and administering resources



Implementing, managing, and troubleshooting hardware devices and drivers



Monitoring and optimizing system performance and reliability



Configuring and troubleshooting the desktop environment



Implementing, managing, and troubleshooting network protocols and services



Implementing, monitoring, and troubleshooting security

This exam is quite specific regarding Windows XP Professional requirements and operational
settings, and it can be particular about how administrative tasks are performed within the operating system. It also focuses on fundamental concepts of Windows XP Professional’s operation.
Careful study of this book, along with hands-on experience, will help you prepare for this exam.

Microsoft provides exam objectives to give you a general overview of possible
areas of coverage on the Microsoft exams. Keep in mind, however, that exam
objectives are subject to change at any time without prior notice and at Microsoft’s
sole discretion. Please visit Microsoft’s Training and Certification website
(www.microsoft.com/traincert) for the most current listing of exam objectives.

Tips for Taking the Windows XP Professional Exam
Here are some general tips for achieving success on your certification exam:


Arrive early at the exam center so that you can relax and review your study materials. During this final review, you can look over tables and lists of exam-related information.



Read the questions carefully. Don’t be tempted to jump to an early conclusion. Make sure
you know exactly what the question is asking.



Answer all questions. Remember that the adaptive format does not allow you to return to
a question. Be very careful before entering your answer. Because your exam may be shortened by correct answers (and lengthened by incorrect answers), there is no advantage to
rushing through questions.



On simulations, do not change settings that are not directly related to the question. Also,
assume default settings if the question does not specify or imply which settings are used.



For questions you’re not sure about, use a process of elimination to get rid of the obviously
incorrect answers first. This improves your odds of selecting the correct answer when you
need to make an educated guess.

xviii

Introduction

Exam Registration
You may take the Microsoft exams at any of more than 1,000 Authorized Prometric Testing
Centers (APTCs) and VUE Testing Centers around the world. For the location of a testing center near you, call Prometric at 800-755-EXAM (755-3926), or call VUE at 888-837-8616. Outside the United States and Canada, contact your local Prometric or VUE registration center.
Find out the number of the exam you want to take, and then register with the Prometric or
VUE registration center nearest to you. At this point, you will be asked for advance payment for
the exam. The exams are $125 each and you must take them within one year of payment. You
can schedule exams up to six weeks in advance or as late as one working day prior to the date
of the exam. You can cancel or reschedule your exam if you contact the center at least two
working days prior to the exam. Same-day registration is available in some locations, subject to
space availability. Where same-day registration is available, you must register a minimum of
two hours before test time.

You may also register for your exams online at www.prometric.com or
www.vue.com.

When you schedule the exam, you will be provided with instructions regarding appointment
and cancellation procedures, ID requirements, and information about the testing center location. In addition, you will receive a registration and payment confirmation letter from Prometric
or VUE.
Microsoft requires certification candidates to accept the terms of a Non-Disclosure Agreement before taking certification exams.

What’s on the CD?
The enclosed CD offers bonus exams and flashcards to help you study for the exam. The CD’s
resources are described here:
Glossary of terms Included is a Glossary of terms used throughout this book in PDF format.
We’ve also included Adobe Acrobat Reader, which provides the interface for the PDF contents
as well as the search capabilities.
The Sybex MCSE Test Engine This is a collection of multiple-choice questions that will help
you prepare for your exam. There are two bonus exams designed to simulate the actual live exam.
Sybex MCSE Flashcards for PCs and Handheld Devices The “flashcard” style of question
offers an effective way to quickly and efficiently test your understanding of the fundamental
concepts covered in the exam. The Sybex MCSE Flashcards set consists of more than 150 questions presented in a special engine developed specifically for this book. Here’s what the Sybex
MCSE Flashcards interface looks like:
Because of the high demand for a product that will run on handheld devices, we have also developed a version of the flashcard questions that you can take with you on your Palm OS PDA
(including the PalmPilot and Handspring’s Visor).
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Contacts and Resources
To find out more about Microsoft Education and Certification materials and programs, to register with Prometric or VUE, or to obtain other useful certification information and additional
study resources, check the following resources:
Microsoft Training and Certification Home Page
www.microsoft.com/traincert
This website provides information about the MCP program and exams. You can also order
the latest Microsoft Roadmap to Education and Certification.
Microsoft TechNet Technical Information Network
www.microsoft.com/technet
800-344-2121
Use this website or phone number to contact support professionals and system administrators. Outside the United States and Canada, contact your local Microsoft subsidiary for
information.
Prometric
www.prometric.com
800-755-3936
Contact Prometric to register to take an MCP exam at any of more than 800 Prometric
Testing Centers around the world.
Virtual University Enterprises (VUE)
www.vue.com
888-837-8616
Contact the VUE registration center to register to take an MCP exam at one of the VUE
Testing Centers.
Cramsession on Brainbuzz.com
cramsession.brainbuzz.com
Cramsession is an online community focusing on all IT certification programs. In addition
to discussion boards and job locators, you can download one of several free cram sessions,
which are nice supplements to any study approach you take.
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Installing Windows
XP Professional
MICROSOFT EXAM OBJECTIVES COVERED
IN THIS CHAPTER:
 Perform and troubleshoot an attended installation of
Windows XP Professional.
 Perform and troubleshoot an unattended installation of
Windows XP Professional.


Install Windows XP Professional by using Remote
Installation Services (RIS).



Install Windows XP Professional by using the System
Preparation Tool.



Create unattended answer files by using Setup Manager
to automate the installation of Windows XP Professional.

 Upgrade from a previous version of Windows to Windows
XP Professional.


Prepare a computer to meet upgrade requirements.



Migrate existing user environments to a new installation.

 Perform post-installation updates and product activation.
 Troubleshoot failed installations.

The first step in using Windows XP Professional is to install it.
You can install Windows XP through attended installations or
through unattended installations. A large part of this exam
focuses on using unattended installations. You also need to know how to troubleshoot installation problems. If you have an existing operating system, you need to know how to upgrade
to Windows XP Professional. Once you have Windows XP Professional installed, you need to
know how to perform the post-installation updates and product activation.

Perform and Troubleshoot an Attended
Installation of Windows XP Professional
Windows XP Professional is easy to install. But this doesn’t mean you don’t need to prepare for
the installation process. Before you begin the installation, you should know what is required for
a successful installation and have all of the pieces of information you’ll need to supply during
the installation process. In preparing for the installation, you should make sure you have the following information:


The hardware requirements for Windows XP Professional



How to use the Hardware Compatibility List (HCL) to determine whether your hardware
is supported by Windows XP Professional



Verification that your computer’s Basic Input/Output System (BIOS) is compatible with
Windows XP Professional



Whether the devices in your computer have Windows XP drivers



The installation options suitable for your system, including which disk-partitioning scheme
and file system you should select for Windows XP Professional to use

Critical Information
You can run the installation from the CD or over a network. There are four main steps in the
Windows XP Professional installation process:


Collecting information



Preparing installation



Installing Windows



Finalizing installation

Perform and Troubleshoot an Attended Installation of Windows XP Professional

The Windows XP installation process is designed to be as simple as possible. The chances
for installation errors are greatly minimized through the use of wizards and the step-by-step
process. However, it is possible that errors may occur.
Table 1.1 lists some possible installation errors you might encounter.
TABLE 1.1

Common Installation Problems

Problem

Description

Media errors

Media errors are caused by defective or damaged CDs. To
check the CD, put it into another computer and see if you can
read it. Also check your CD for scratches or dirt—it may just
need to be cleaned.

Insufficient disk space

Windows XP needs at least 2GB of free space for the installation
program to run properly. If the Setup program cannot verify that
this space exists, the program will not let you continue.

Not enough memory

Make sure that your computer has the minimum amount of
memory required by Windows XP Professional (64MB). Having
insufficient memory may cause the installation to fail or bluescreen errors to occur after installation.

Not enough processing
power

Make sure that your computer has the minimum processing
power required by Windows XP Professional (Pentium 233MHz).
Having insufficient processing power may cause the installation
to fail or blue-screen errors to occur after installation.

Hardware that is not on
the HCL

If your hardware is not on the HCL, Windows XP may not recognize the hardware, or the device may not work properly.

Hardware with no driver
support

Windows XP will not recognize hardware without driver support.

Hardware that is not configured properly

If your hardware is Plug and Play–compatible, Windows
should configure it automatically. If your hardware is not Plug
and Play–compatible, you will need to manually configure the
hardware per the manufacturer’s instructions.

Incorrect CD key

Without a valid CD key, the installation will not go past the
Product Key dialog box. Make sure that you have not typed in
an incorrect key (check your Windows XP installation folder for
this key).

3
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TABLE 1.1



Installing Windows XP Professional

Common Installation Problems (continued)

Problem

Description

Failure to access Transmission If you install Windows XP with typical settings, the computer is
Control Protocol/Internet Proto- configured as a Dynamic Host Configuration Protocol (DHCP)
col (TCP/IP) network resources client. If there is no DHCP server to provide IP configuration
information, the client will still generate an auto-configured IP
address, but be unable to access network resources through
TCP/IP if the other network clients are using DHCP addresses.
Failure to connect to a
domain controller when
joining a domain

Make sure that you have specified the correct domain name. If
your domain name is correct, verify that your network settings
have been set properly and that a domain controller and
Domain Name System (DNS) server are available. If you still
can’t join a domain, install the computer in a workgroup, then
join the domain after installation.

Exam Essentials
Know how to install and troubleshoot a Windows XP installation. Be able to install third
party disk drives. List the common installation problems and how they can be corrected.

Perform and Troubleshoot an Unattended
Installation of Windows XP Professional
You can automate the installation of Windows XP Professional by using Remote Installation
Services (RIS) to remotely deploy unattended installations (which require a Windows 2000
Server or Windows Server 2003) or by using the System Preparation Tool for disk imaging. To
help customize both options for automating remote installations, you can also use answer files.
Answer files are used with automated installations to provide answers to the questions that are
normally asked during the installation process.

Critical Information
Remote Installation Services (RIS) was introduced in Windows 2000 Server and is also supported by Windows Server 2003. It allows you to remotely install Windows XP Professional.
A RIS server installs Windows XP Professional on RIS clients, as illustrated in Figure 1.1.
The RIS server must have the RIS server software installed and configured. RIS clients are computers that have a Pre-boot eXecution Environment (PXE) network adapter or use a RIS boot
disk. PXE is a technology that is used to boot to the network when no operating system or network configuration has been installed and configured on a client computer. The RIS boot disk

Perform and Troubleshoot an Unattended Installation of Windows XP Professional

5

is a PXE ROM emulator for network adapters that don’t have a PXE boot ROM or for a PC
that doesn’t support booting from the network. In order to use a RIS boot disk, the network
adapter must be PCI compliant. The RIS boot disk is generated with the Remote Boot Floppy
Generator (rbfg.exe) utility.
The RIS clients access RIS servers through DHCP to remotely install the operating system
from the RIS server. The network must have a DHCP server, a DNS server, and Active Directory
to connect to the RIS server. No other client software is required to connect to the RIS server.
Remote installation is a good choice for automatic deployment when you need to deploy to
large numbers of computers and your clients are PXE compliant.
The RIS server can be configured with either of two types of images:


A CD-based image that contains only the Windows XP Professional operating system. You
can create answer files for CD-based images to respond to the Setup program’s configuration prompts.



A Remote Installation Preparation (RIPrep) image that can contain the Windows XP operating system and applications. This type of image is based on a preconfigured computer.

Using Remote Installation Services (RIS)
A variety of installation options are available through the Windows XP Client Installation Wizard (CIW). For RIS installation, you need a RIS server that stores the Windows XP Professional
operating system files in a shared image folder, and clients that can access the RIS server.
Depending on the type of image you will distribute, you may also want to configure answer files
so that users need not respond to any Windows XP Professional installation prompts.
Following are some of the advantages of using RIS for automated installation:


You can remotely install Windows XP Professional.



The procedure simplifies management of the server image by allowing you to access Windows
XP distribution files and use Plug and Play hardware detection during the installation process.



You can quickly recover the operating system in the event of a computer failure.

FIGURE 1.1

RIS uses a RIS server and RIS clients.

RIS Server
RIS Client

Stores:
• RIS server software
• Windows XP Professional,
CD-based, or RIPrep images
• Answer files (optional)

Requires:
• PXE-based boot ROM, or
• RIS boot disk with a network adapter that
supports PXE, or
• Net PC computer

6

Chapter 1



Installing Windows XP Professional

Windows XP security is retained when you restart the destination computer. Here are the
basic steps of the RIS process:
1.

The RIS client initiates a special boot process through the PXE network adapter (and the
computer’s BIOS configured for a network boot) or through a special RIS boot disk. On a
PXE client, the client presses F12 to start the PXE boot process and to indicate that they
want to perform a RIS installation.

2.

The client computer sends out a DHCP discovery packet that requests an IP address for the client and the IP address of a RIS server (running Windows 2000 Server or Windows Server 2003).
Within the discovery packet, the client also sends its Globally Unique Identifier (GUID). The
GUID is a unique 32-bit address that is used to identify the computer account as an object
within the Active Directory.

3.

If the DHCP server and the RIS server are on the same computer, the information requested
in the discovery packet is returned. If the DHCP server and the RIS server are on separate
networks, the DHCP server will return the client information for IP configuration. Then the
client will send out another broadcast to contact the RIS server.

4.

The client contacts the RIS server using the Boot Information Negotiation Layer (BINL)
protocol. The RIS server contacts Active Directory to see if the client is a “known
client” and whether it has already been authorized (also called pre-staged) through
Active Directory.

5.

If the client is authorized to access the RIS server, BINL provides to the client the location
of the RIS server and the name of the bootstrap image (enough software to get the client to
the correct RIS server).

6.

The RIS client accesses the bootstrap image via the Trivial File Transfer Protocol (TFTP),
and the Windows XP CIW is started.

7.

The RIS client is prompted for a username and password that can be used to log on to the
Windows 2000 or Windows 2003 domain that contains the RIS server.

8.

Depending on the user or group credentials, the user sees a menu offering the operating
systems (images) that can be installed. The user sees only the options for the installs determined by the parameters defined on the RIS server.

The following sections describe how to set up the RIS server and the RIS clients, and how to
install Windows XP Professional through RIS.

RIS Client Options
RIS offers several client installation options. This allows administrators to customize remote
installations based on organizational needs. When the client accesses the Windows XP CIW,
they see the installation options that have been defined by the administrator. Remote installation options include the following:
Automatically setting up the computer When you automatically set up the computer, the user
sees a screen indicating which operating system will be installed but is not prompted for any
configuration settings. If only one operating system is offered, the user does not even have to
make any selections and the entire installation process is automatic.
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Customizing the setup of the computer If you configure RIS to support customizing the
setup of the computer, then administrators who install computers within the enterprise can
override the RIS settings to specify the name and location of the computer being installed
within Active Directory.
Restarting a previous setup attempt The option to restart a previous setup attempt is used
when a remote installation fails prior to completion. The operating system installation will
restart when this option is selected from the CIW.
Performing maintenance or troubleshooting The maintenance and troubleshooting option provides access to third-party troubleshooting and maintenance tools. Examples of tasks that can be
completed through this option include updating flash BIOS and using PC diagnostic tools.

Preparing the RIS Server
The RIS server is used to manage and distribute the Windows XP Professional operating system to
RIS client computers. RIS servers can distribute CD-based images (created with the Risetup.exe
utility) or images created from a reference Windows XP computer, called RIPrep images (created
with the RIPrep.exe utility). A CD-based image contains the operating system installation files
taken directly from the Windows XP Professional CD and can be customized for specific computers
through the use of answer files. RIPrep images are based on a preconfigured computer and can contain applications as well as the operating system. RIPrep.exe is used to create the image of the target
computers on the RIS server.
The RIS server is configured to specify how client computers will be installed and configured.
The administrator can configure the following options for client computers:


Define the operating system installation options that will be presented to the user. Based
on access permissions from Access Control Lists (ACLs), administrators can define several installation options, and then allow specific users to select an option based on their
specific permissions.



Define an automatic client-computer naming format, which bases the computer name on
a custom naming format. For example, the computer names might be a combination of
location and username.



Specify the default Active Directory location for client computers that are installed through
remote installation.



Pre-stage client computers through Active Directory so that only authorized computers can
access the RIS server. This option requires a specified computer name, a default Active Directory location, and identification of RIS servers and the RIS clients the RIS Servers will service.



Authorize RIS servers so that unauthorized RIS servers can’t offer RIS services to clients.



Create and modify the RIS answer file.
The following steps for preparing the RIS server are discussed in the upcoming sections:

1.

Make sure that the server meets the requirements for running RIS (Windows 2000 Server
or Windows Server 2003, TCP/IP, DHCP, DNS, Active Directory).

2.

Install the RIS Server.
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3.

Configure and start RIS, using either a CD-based image or a RIPrep image.

4.

Authorize the RIS server through DHCP Manager.

5.

Grant users who will perform RIS installations the user right to create computer accounts.

6.

Grant users who will perform the RIS installation the Log On as a Batch Job user right.

7.

Configure the RIS server to respond to client computers (if this was not configured when
RIS was installed).

8.

Configure RIS template files (if you wish to customize installation options for different
computers or groups).

Preparing the RIS Client
The RIS client is the computer on which Windows XP Professional will be installed. RIS clients
rely on PXE, which allows the client computer to remotely boot and connect to a RIS server.
To act as a RIS client, the computer must meet all the hardware requirements for Windows XP
Professional and have a network adapter installed. In addition, the RIS client must support one of
the following configurations:


Use a PXE-based boot ROM (a boot ROM is a special chip that uses read-only memory)
with a BIOS that supports starting the computer with the PXE-based boot ROM (as
opposed to booting from the hard disk).



Follow the Net PC/PC 98 standard for PCs, which uses industry-standard components for
the computer. This includes processor, memory, hard disk, video, audio, and an integrated
network adapter and modem, in a locked case with limited expansion capabilities. The primary advantages of Net PCs are that they are less expensive to purchase and to manage.



Have a network adapter that supports PXE and that can be used with a RIS boot disk. The
only network adapters that can be used with RIS boot disks are the network adapters that
are displayed when running the RBFG.exe utility. If your network adapter is not on the list,
ensure that you have the most current RBFG.exe utility, since Microsoft makes updates and
adds drivers to this utility periodically. You can obtain updates through Windows Update
or Service Packs.

If the client computer does not have a network adapter that contains a PXE-based boot
ROM, then you can use a RIS boot disk to simulate the PXE startup process. The PXE-based
boot disk is used to provide network connectivity to the RIS server. In order to use a RIS boot
disk, the client computer must use a PCI-compliant network adapter.

If your client uses PCMCIA or ISA network adapters, there is no support to use
RIS boot disks.

To create a RIS boot disk, take the following steps:
1.

On a Windows XP Professional computer that is connected to the same network as the RIS
server, select Start  Run. In the Run dialog box, type the following command and click the
OK button:
\\RIS_Server\Reminst\Admin\I386\Rbfg.exe
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2.

The Windows XP Remote File Generator dialog box appears. Insert a blank floppy disk in
your computer, select the appropriate destination drive, select the installed network card
from the Adapter List, and click the Create Disk button. The network adapter must be on
the list of those shown when running the RBFG.exe utility. When the disk is made, it will
support any and all of these network adapters.

3.

You see a message verifying that the boot floppy was created and asking whether you want
to create another disk. You can click Yes and repeat the procedure to create another boot
disk, or click No. After you are finished creating RIS boot disks, click the Close button.

Installing Windows XP Professional through RIS
After the RIS server has been installed and configured, you can install Windows XP Professional
on a RIS client that uses either a PXE-compliant network card or a RIS boot disk with a network
card that supports PXE.
To install Windows XP Professional on the RIS client, take the following steps:
1.

Start the computer. When prompted, press F12 for a network service boot.

2.

The Client Installation Wizard starts. Press Enter to continue.

3.

The Windows XP Logon dialog box appears. Specify the domain to which you will log on,
and enter a valid domain username and password.

4.

A menu appears with the options Automatic Setup, Custom Setup, Restart a Previous Setup
Attempt, and Maintenance and Troubleshooting. Select Automatic Setup.

If you have only one RIS image, it will automatically be installed. If you have multiple RIS
images, the user will see a menu of RIS images. After you select a RIS image, the remote installation process will start. What happens next depends on the image type and whether you have
configured answer files.

System Preparation Tool
The System Preparation Tool (Sysprep.exe) is used to prepare a computer for disk imaging,
which can be done with third-party image software or with disk-duplicator hardware. Disk
imaging (also sometimes called disk cloning or disk duplication) is the process of creating a reference computer for the automated deployment. The reference, or source, computer has Windows XP Professional installed and is configured with the settings and applications that should
be installed on the target computers. An image is then created that can be transferred to other
computers, thus installing the operating system, settings, and applications that were defined on
the reference computer.
Using the System Preparation Tool and disk imaging is a good choice for automatic deployment when you have the hardware that supports disk imaging and you have a large number of
computers with similar configuration requirements. For example, education centers that reinstall the same software every week might use this technology.
To perform an unattended install, the System Preparation Tool prepares the reference computer by stripping away the security identifier (SID), which is used to uniquely identify each computer on the network. The System Preparation Tool also detects any Plug and Play devices that are
installed and can adjust dynamically for any computers that have different hardware installed.
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If you are using disk-duplicator hardware, you create a reference computer, and then use the
System Preparation Tool to create the image. You would then remove the drive that has the disk
image and insert it into a special piece of hardware, called a disk duplicator, to copy the image.
The copied disks are inserted into the target computers. After you add the hard drive that contains the disk image to the target computers, you can complete the installation from those computers. Figure 1.2 illustrates the disk-imaging process. You can also copy disk images by using
special third-party software.
When the client computer starts an installation using a disk image, a Mini-Setup Wizard will
execute. You can customize what is displayed on the Windows Welcome screen and the options
that are displayed through the Mini-Setup Wizard process, which query for information such as
username or time zone selection. You can also create fully automated deployments with disk
imaging through the use of answer files.

Using the System Preparation Tool to Create Disk Images
To create a disk image, you install Windows XP Professional on the source computer with the
configuration that you want to copy. The source computer’s configuration should also include
any applications that should be installed.
Once you have your source computer configured, you use the System Preparation Tool
(Sysprep.exe) to prepare the disk image for disk duplication. After you’ve created the disk
image, you can copy the image to destination computers through third-party software or
through hardware disk duplication.
PREPARING FOR DISK DUPLICATION

To use a disk image, the source and target computers must meet the following requirements:


Both the source and destination computers must be able to use the same hard-drive controller driver.



Both the source and destination computers must have the same Hardware Abstraction
Layer (HAL). For example, both use an Advanced Configuration and Power Interface
(ACPI) HAL. If the source computer is ACPI-compatible and the target computer is nonACPI-compatible, Windows XP Professional will not load properly.

FIGURE 1.2

Disk imaging with disk-duplicator hardware
Source

Disk Duplicator

Target

Duplicated
disk
Windows XP
Professional computer

Windows XP
Professional computer
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The size of the installation partition must be as large as the smallest space the image program will install the image to.



Plug and Play devices on the source and destination computers do not need to match, as
long as the drivers for the Plug and Play devices are available.

USING THE SYSTEM PREPARATION TOOL

The System Preparation Tool (Sysprep.exe) is included on the Windows XP Professional CD
in the \Support\Tools folder, in the Deploy.cab file. When you run this utility on the source
computer, it strips out information from the master copy that must be unique for each computer, such as the security ID (SID).
After you install the copied image on the target computer, a Mini-Setup Wizard runs. This
wizard automatically creates a unique computer SID and then prompts the user for computerspecific information, such as the product ID, regional settings, and network configuration. The
required information can also be supplied through an automated installation script.
Table 1.2 defines the command switches that you can use to customize the System Preparation Tool’s (Sysprep.exe) operation.
TABLE 1.2

System Preparation Command-Line Switches

Switch

Description

-quiet

Runs the installation with no user interaction.

-pnp

Forces Setup to run Plug and Play detection of hardware.

-reboot

Restarts the target computer after the System Preparation Tool completes.

-noreboot

Specifies that the computer should be shut down without a reboot.

-clean

Specifies that critical devices should be cleaned out.

-nosidgen

Doesn’t create a SID on the destination computer (used with disk cloning).

-activated

Prevents Windows Product Activation from resetting.

-factory

Allows you to add additional drivers and applications to the image after the
computer has restarted.

-reseal

Reseals an image and prepares the computer for delivery after modifications have been made to an image using the factory mode.

-bmsd

Used to build a list of all available mass storage devices in sysprep.inf.
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System Preparation Command-Line Switches (continued)

Switch

Description

-forceshutdown

If you have used the -reseal switch, this switch prepares the operating system as specified, then immediately shuts down the computer without any
user intervention.

-mini

Specifies that you want to run the Mini-Setup Wizard on the next restart of
the computer.

After you run the System Preparation Tool on a computer, you need to run the
Mini-Setup Wizard. Then run the Setup Manager to create an answer file that
will answer the Mini-Setup Wizard’s questions when the computer (the imaged
computer or the original computer that has had the System Preparation Tool
run on it) is restarted.

In the following sections, you will learn how to create a disk image and how to copy and
install from a disk image.
CREATING A DISK IMAGE

To run the System Preparation Tool and create a disk image, take the following steps:
1.

Install Windows XP Professional on a source computer. The computer should have a similar hardware configuration to the destination computer(s). You should not join a domain,
and the administrator password should be left blank.

2.

Log on to the source computer as administrator and, if desired, install and configure any
applications, files (such as newer versions of Plug and Play drivers), or custom settings (for
example, a custom desktop) that will be applied to the target computer(s).

3.

Verify that your image meets the specified configuration criteria and that all applications
are properly installed and working. Extract the Deploy.cab file from the Windows XP
Professional CD.

4.

Select Start  Run and click the Browse button in the Run dialog box. Select Local Drive
(C:), then Deployment Tools; double-click Sysprep and click the OK button.

5.

The Windows System Preparation Tool dialog box appears. This dialog box warns you that
the execution of this program will modify some of the computer’s security parameters.
Click the OK button.

6.

You will be prompted to turn off your computer.

7.

You may now boot up with third-party imaging software and create an image of the computer to deploy to other computers.
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COPYING AND INSTALLING FROM A DISK IMAGE

After you’ve run the System Preparation Tool on the source computer, you can copy the image
and then install it on the target computer.
If you are using special hardware (a disk duplicator) to duplicate the disk image, shut down the
source computer and remove the disk. Copy the disk and install the copied disk into the target computer. If you are using special software, copy the disk image per the software vendor’s instructions.
After the image is copied, turn on the destination computer. The Mini-Setup Wizard runs
and prompts you as follows (if you have not configured an answer file):


Accept the End User License Agreement.



Specify regional settings.



Enter a name and organization.



Specify your product key.



Specify the computer name and administrator password.



Specify dialing information (if a modem is detected).



Specify date and time settings.



Specify which networking protocols and services should be installed.



Join a workgroup or a domain.

If you have created an answer file for use with disk images, you should save the
images on the reference computer prior to using the Sysprep utility. Answer
files are described in the next section of this chapter. Answer files allow the
installation to run without requiring any user input.

Unattended Answer Files
Answer files are automated installation scripts used to answer the questions that appear during
a normal Windows XP Professional installation. You can use answer files with Windows XP
unattended installations, the System Preparation Tool (disk images), or RIS installations. Setting up answer files allows you to easily deploy Windows XP Professional to computers that
may not be configured in the same manner, with little or no user intervention.
You create answer files through the Setup Manager (Setupmgr) utility. There are several
advantages to using Setup Manager to create answer files:


You can easily create answer files through a graphical interface, which reduces syntax errors.



It simplifies the addition of user-specific or computer-specific configuration information.



You can include application setup scripts within the answer file.



The utility creates the distribution folder and allows you to populate the distribution folder
by adding files, programs, and applications that will be used along with the installation files.
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In the following sections, you will learn about options that can be configured through Setup
Manager, how to create answer files with Setup Manager, answer file format, and how to manually edit answer files.

Options That Can Be Configured through Setup Manager
The Setup Manager can be used to configure a wide variety of installation options. The following list defines what can be configured through Setup Manager and gives a short description of
each parameter:

Set user interaction. Sets the level of user interaction that will be used during the setup process. This
can be fully automated, or the user can supply configuration information for the items you specify.
Set default username. Specifies the username and organization that will be defined for the
computer.
Define computer names. Configures multiple usernames during the setup process. In this case,
Setup Manager will generate a Uniqueness Database File (UDF), which maps unique names and
settings to specific computers.
Set an administrator password. Encrypts the administrator password that has been defined
within the answer file, or allows you to prompt the user on the first logon to specify an administrator password.
Display settings. Configures the display for color depth, screen area, and the refresh frequency
display settings that should be applied.
Configure network settings. Specifies any custom network settings you want to be applied.
You can also configure the computer to be added to a domain or workgroup, and if you join a
domain, automatically create an account within the domain for the computer.
Set time zone and regional options. Specifies the appropriate time zone to be configured
for the target computer. Regional options include language settings such as how time and
date are displayed.
Set Internet Explorer settings. Configures the basic settings that will be applied to Internet
connections.

Set telephony settings. Configures telephony properties—for example, area codes and dialing rules.
Add cmdlines.txt file. Adds applications during the GUI-mode phase of Windows XP
Professional installation.
Create an installation folder. Uses the default installation folder (\Windows) to generate or set
a custom folder during the setup process.
Install printers. Sets up and configures printers as a part of the automated deployment process.
Add command to the Run Once. Installs whatever command or applications you specify the
first time a user logs on to the computer.
Run command at the end of setup. Runs a command at the end of the setup process, but
before a user logs on to the computer the first time.
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Copy additional files. Copies additional files to the user desktop.
Create a distribution folder. Creates a Windows distribution folder on a network share that
contains the Windows XP Professional source files or any additional files (such as device drivers)
you want to add.

Creating Answer Files with Setup Manager
After you have extracted the Windows XP Deployment Tools from the Windows XP Professional CD, you can run the Setup Manager utility to create a new answer file, create an answer
file that duplicates the current computer’s configuration, or edit existing answer files.
The following steps describe how to create a new installation script. In this example, the
instructions are for creating an answer file for a RIS installation. This answer file provides
default answers, uses the default display configuration, configures typical network settings, and
does not edit any additional options.
1.

Select Start  Run and click the Browse button in the Run dialog box. Double-click the
Deployment Tools folder, double-click the Setupmgr program, and then click the OK button.

2.

The Windows Setup Manager Wizard starts. Click the Next button.

3.

The New or Existing Answer File dialog box appears. This dialog box provides choices for
creating a new answer file or modifying an existing answer file. Select the option Create a
New Answer File and click the Next button.

4.

The Product to Install dialog box appears. You can choose Windows Unattended Installation, Sysprep Install, or Remote Installation Services. Select Remote Installation Services
and click the Next button.

5.

The User Interaction Level dialog box appears. This dialog box offers the following options:


Provide Defaults allows you to configure default answers that will be displayed. The
user is prompted to review the default answer and can change the answer if desired.



Fully Automated uses all the answers in the answer file and will not prompt the user for
any interaction.



Hide Pages lets you hide the wizard page from the user if you have supplied all of the
answers on the Windows Setup Wizard page.



Read Only allows the user to see the Setup Wizard display page but not to make any
changes to it (this option is used if the Setup Wizard display page is shown to the user).



GUI Attended allows only the text-mode portion of the Windows Setup program to be
automated.
Select the Provide Defaults option and click the Next button to continue.
Next, from the Display Settings dialog box, you can configure the following settings:

6.


For the Colors option, set the display color to the Windows default, 16 colors, 256 colors, high color (16 bit), high color (24 bit), or high color (32 bit).



The Screen Area option allows you to set the screen area to the Windows default, or to
one of the following: 640×480, 800×600, 1024×768, 1280×1024, or 1600×1200.
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The Refresh Frequency option (the number of times the screen is updated) allows you to
set the refresh frequency to the Windows default or to 60Hz, 70Hz, 72Hz, 75Hz, or 85Hz.



The Custom button displays a dialog box in which you can further customize display
settings for the color, screen area, and refresh frequency.
For this example, click Next to accept the default configuration and continue.

7.

The Time Zone dialog box appears. Select your computer’s time zone from the drop-down
list and click the Next button.

8.

The Providing the Product Key dialog box appears. Type in the product key for the computer that will be installed. Each computer will need its own license key. When you are
done, click the Next button.

9.

The Computer Name dialog box will appear. You can let a computer name be automatically generated or you can choose to specify the destination computer name.

10. Next is the Administrator Password dialog box. You can choose to prompt the user for a

password, or you can specify the administrator password. You can also specify that when
the computer starts, the administrator will automatically be logged on. Enter and confirm
an administrator password. Then click the Next button.
11. In the Network Settings dialog box, you can choose from Typical Settings, which

installs TCP/IP, enables DHCP, and installs Client for Microsoft Networks; or Custom
Settings, which allows you to customize the computer’s network settings. Select the
Typical Settings option and click the Next button.
12. The Advanced Settings dialog box options appear. These additional settings allow you to

configure the following options:


Telephony settings



Regional settings



Languages



Browser and shell settings



Installation folder



Install printers



A command that will run once the first time a user logs on



Additional commands that should be run at the end of unattended setup

13. The Setup Information File Text dialog box appears. This dialog box allows you to give the

answer file a descriptive name and help text. Enter the name in the Description String text
box and the help text in the Help String text box. Click Finish to continue.
14. The Setup Manager dialog box appears. Specify the path and file name you want to use to

save your answer file, then click the OK button.
15. When you see the Completing Setup Manager dialog box, click the Finish button.
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User Rights Assignment Policy Options (continued)

Right

Description

Replace a Process Level Token

Allows a process to replace the default token
that is created by the subprocess with the token
that the process specifies.

Restore Files and Directories

Allows a user to restore files and directories,
regardless of file and directory permissions.

Shut Down the System

Allows a user to shut down the local Windows
XP computer.

Synchronize Directory Service Data

Allows a user to synchronize data associated
with a directory service.

Take Ownership of Files or Other Objects

Allows a user to take ownership of system
objects.

FIGURE 7.14

The user right policies
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Troubleshooting Cache Credentials
When a user logon is successful, the logon credentials are saved to local cache. The next time
the user attempts to log on, the cached credentials can be used to log on in the event that they
can’t be authenticated by a domain controller. By default, Windows XP will cache the credentials for the last 10 users that have logged on to the computer. If group policies have been
updated and a user is using cached credentials, the new group policy updates will not be applied.
If you want to force a user to log on using non-cached credentials you can set the number of
cached credentials to 0 through group policy.

Exam Essentials
Know how to manage account settings. Be able to create users and groups and manage user
properties.
Be able to manage account policies. Know what account polices can be defined for password
and account lockout policies.
Be able to manage local policies. Know what local polices can be defined for audit policy and
user right policies.

Configure, Manage, and Troubleshoot
Internet Explorer Security Settings
Internet Explorer is used to access the Internet. Information is sent to websites and is sent back
to the local computer. When you configure Internet Explorer settings you specify what can be
accessed, what can be stored on your computer, and the level of security that is applied to the
local computer.

Critical Information
Several options can be configured for Internet Explorer. You access Internet Properties by rightclicking Internet Explorer from the Start menu and selecting Internet Properties. This brings up
the dialog box shown in Figure 7.15.
The options that can be configured are General, Security, Privacy, Content, Connections,
Programs, and Advanced.

Configuring General Options
General properties are used to configure the home page, temporary Internet files, and history
information. The Home Page section of this tab is used to configure the default home page that
is displayed when you launch Internet Explorer. You can specify that you want to use the current home page for whatever is currently loaded, use the default home page that was preconfigured, or leave the option blank.

Configure, Manage, and Troubleshoot Internet Explorer Security Settings

FIGURE 7.15

271

The Internet Options dialog box

The Temporary Internet Files options are used to manage cookies, files, and settings. Cookies
are special files that are created by websites and they store information, such as the preferences
you used when you visited the website. By choosing Delete Files, you delete any temporary
Internet files that have been stored on your computer. This option is useful when you are low
on disk space. The Settings button is used to configure options such as how your computer
checks for newer versions of stored files and the location and amount of space that can be used
by temporary Internet files.
The History options allow you to save all of the links to pages you have visited. By default,
a history of all of the links you have accessed is kept for 20 days. You can customize how many
days the history is stored or manually clear the history.
You can also set other options from the General tab that affect how Internet Explorer is customized, such as colors, fonts, languages, and accessibility options.

Configuring Security Options
The Security tab, as shown in Figure 7.16, allows you to configure the following options:


The Internet content zones that can be used by the computer



The local intranet zones that can be used by the computer



The trusted sites that are allowed for the computer



The restricted sites that are in effect for the computer

You set security zones by selecting the web content zone you want to configure, and then clicking the Sites button. The Custom Settings allow you to configure options such as whether you
enable the downloading or use of signed or unsigned ActiveX controls. If you have configured
your computer for security options and have specified security restrictions, you will receive an
error message anytime you access a zone or site that is not configured for use with your computer.
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Configuring Privacy Options
The Privacy tab, as shown in Figure 7.17, is used to configure privacy settings that relate to how
third-party cookies are allowed to store information on your computer. You can select from different levels of security that range from blocking all cookies to allowing all cookies. When you
click the Import button, you can import saved privacy settings from a predefined file. The
Advanced button allows you to customize privacy settings. At the bottom of the screen, the Edit
button for Web Sites allows you to customize privacy settings for specific websites.
FIGURE 7.16

The Security tab of the Internet Options dialog box

FIGURE 7.17

Internet Options, Privacy tab dialog box
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Configuring Content-Related Options
The Content tab, as shown in Figure 7.18, is used to configure the options for Content Advisor,
Certificates, and Personal Information.

Content Advisor
When you click the Enable button for Content Advisor, shown in Figure 7.19, you can set ratings
of what can be viewed on the computer. This allows you to set flags to limit what is accessed based
on language, nudity, sex, and violence on a sliding scale of acceptability. This option assumes that
the website has been rated appropriately through the website configuration. The Approved Sites
tab allows you to specifically define what sites are allowed or disallowed regardless of their content rating. The Content Advisor’s General tab allows you to configure options to allow a supervisor to override content settings. The Advanced tab allows you to configure access for the ratings
bureau you want to use for content ratings.

Certificates
Certificates are used to identify who you are based on a certificate that has been issued to you
from a certification authority or certificate publisher. Through the Certificates section on the
Content tab, you can Clear SSL State, configure Certificates, and configure Publishers.
With Secure Sockets Layer (SSL), any certificates that are used are automatically saved in SSL
cache. The certificates are stored in SSL cache until the computer is restarted. If you need to use
a new certificate, the Clear SSL Start button can be used to manually clear the SSL cache so that
the new certificate can be used without restarting the computer.
FIGURE 7.18

The Content tab of the Internet Options dialog box
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The Content Advisor dialog box

The Certificates option is used to require a trusted website to provide you, the client, with a
valid certificate. This option is used to verify that the website being accessed can be authenticated through certificate services.
The Publishers button is used to configure all of the trusted publishers for the computer. You
import a certificate from trusted publishers through the Import button in the Certificates dialog box.

Personal Information
The Personal Information section allows you to configure AutoComplete and use the Microsoft
Profile Assistant. With AutoComplete, the entries you make are stored, and when you type in
a few keystrokes of a new entry, AutoComplete will compare the new entry to the previous
entries and try and make a match for you. Profile Assistant is used to store personal information
about you.

Configuring Connections
The Connections tab, as shown in Figure 7.20, is used to configure what connection is used to
access the Internet. This can be any connection you have created or a connection that is using
Internet Connection Sharing. You can also configure proxy server settings and the LAN settings
that are used by the Internet connection.
Dial-up settings include the following:


Never Dial a Connection



Dial Whenever a Network Connection Is Not Present



Always Dial My Default Connection
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The Connections tab of the Internet Options dialog box

LAN settings are used to define automatic configuration settings and proxy server settings
(what the IP address for the proxy server is and the port that should be used). Proxy settings
defined for the LAN do not apply to dial-up or VPN connections.

Configuring Program Options
The Programs tab, as shown in Figure 7.21, is used to configure what programs are associated
with different Internet services. You can specify what programs are used for the following:


HTML editor



E-mail



Newsgroups



Internet call



Calendar



Contact list

When you click the Reset Web Settings button, Internet Explorer will default back to all of
the default home and search page settings.

Configuring Advanced Options
The Advanced tab, as shown in Figure 7.22, is used to configure Internet Explorer options for
accessibility, browsing, how links are underlined, HTTP settings, multimedia, printing, and
security settings.

276

Chapter 7



Configuring, Managing, and Troubleshooting Security

FIGURE 7.21

The Programs tab of the Internet Options dialog box

FIGURE 7.22

The Advanced tab of the Internet Options dialog box

Exam Essentials
Be able to configure Internet Explorer. Be able to configure and manage Internet Explorer
settings, especially those related to security.

Review Questions
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Review Questions
1.

Who is created as the default data recovery agent (DRA) to recover encrypted files on a Windows XP Professional computer that is part of a Windows 2003 domain?
A. No default DRA is created
B. The local Administrator account
C. The user that created the encrypted file
D. The domain administrator

2.

Which of the following commands is used to generate a recovery key agent that can be used to
recover files that have been created through Encrypting File System (EFS)?
A. Efs /r
B. Efs /k
C. Cipher /r
D. Ciper /k

3.

You are troubleshooting group policy inheritance. What is the order in which the GPOs will
be applied?
A. Local computer, site, domain, OU
B. Site, local computer, domain, OU
C. Local computer, domain, OU, site
D. OU, domain, site, local computer

4.

You are troubleshooting group policies. You want to see what policies have been applied to the
current user. Which of the following command-line utilities should you use?
A. GPO.exe
B. GPmanage.exe
C. GRP.exe
D. GPResult.exe

5.

You have just updated the group policy settings on your computer. The policies do not seem to
be taking effect. Which of the following commands should you use to force the update?
A. Gpupdate /force
B. GPResult /f
C. GPO /update
D. Secedit /refreshpolicy
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You have just upgraded your computer to Windows XP Professional. After the upgrade one of
your applications will not work. You suspect that the problem is due to the new Group Policy
settings. Which of the following templates should you apply for backward compatibility?
A. Compatws.inf
B. Secure.inf
C. Hisec.inf
D. Rootsec.inf

7.

Which user right would you grant to a user who needs to be able to log on to the local computer
where the user account is stored?
A. Log On at Current Computer
B. Log On Locally
C. Allow Private Logon
D. Allow Local Logon

8.

You have a user who performs a local backup on your Windows XP Professional computer. The
user needs to be able to eject the tapes when the backups are complete. Which security policy
should you apply for this user?
A. Devices: Allowed to Format and Eject Removable Media
B. Backup: Allowed to Eject Backup Media
C. Backup: Allowed to Insert and Remove Media
D. Devices: Allowed to Insert and Eject All Media

9.

You have a computer that is used to process payroll checks that should be configured with high
security. You want to ensure that no users can access the computer from the network. Which of
the following user rights should you configure?
A. Logon Locally
B. Access to This Computer from the Network
C. Logon from the Network
D. Network Access

10. You want to prevent employees from viewing offensive material on company computers. Which
of the following options should you configure through Internet Explorer?
A. Privacy Settings
B. Content Advisor
C. Sites Allowed
D. Personal Information

Answers to Review Questions
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Answers to Review Questions
1.

D. For Windows XP Professional computers that are a part of a Windows 2000 or Windows 2003
Active Directory domain, the domain Administrator user account is automatically assigned the
role of DRA.

2.

C. The Cipher /r command is used to generate a recovery agent key and certificate for use
with EFS. This is used to recover the data in the event that the person who encrypted the data
is unavailable.

3.

A. When GPOs are created within Active Directory, there is a specific order of inheritance. That
is, the policies are applied in a specific order within the hierarchical structure of Active Directory. When a user logs on to Active Directory, depending on where within the hierarchy GPOs
have been applied, the order of application is as follows: 1. Local computer, 2. Site (group of
domains), 3. Domain, 4. OU.

4.

D. To help determine what policies will actually be applied, Windows XP includes a tool called
the Windows XP Operating System Group Policy Result Tool. This tool is accessed through the
GPResult.exe command-line utility. The GPResult.exe command displays the resulting set of
policies that were enforced on the computer and the specified user during the logon process.

5.

A. The Gpupdate /force command can be used to force the group policies to be updated without waiting for the group policy refresh interval.

6.

A. The Compatws.inf template is used for backward compatibility. This template relaxes the
security used by Windows XP so applications that are not certified to work with Windows XP
can still run. This template is typically associated with computers that have been upgraded and
are having problems running applications that have run in the past.

7.

B. The Log On Locally user right allows a user to log on at the computer where the user account
has been defined.

8.

A. The Devices: Allowed to Format and Eject Removable Media security policy specifies who
can format and eject removable NTFS media.

9.

B. The Access to This Computer from the Network user right specifies what users or groups can
access a computer from the network.

10. B. Content Advisor allows you to set ratings of what can be viewed on the computer. This allows
you to set flags to limit what is accessed based on language, nudity, sex, and violence on a sliding
scale of acceptability. This option assumes that the website has been rated appropriately through
the website configuration.

Index
Note to the reader: Throughout this index boldfaced page numbers indicate primary discussions of
a topic. Italicized page numbers indicate illustrations.

Symbols
% Processor Time counter, 124
%Current Disk Queue Length counter, 125
%Disk Reads/sec counter, 125
%Disk Time counter, 125

A
Accelerated Graphics Port (AGP) video
adapter, 91
access permissions for website, 209–210
account policies, 261–264. See also local
policies
account lockout policies, 263, 263–264
exam essentials, 270
password policies, 261–263
ACPI (Advanced Configuration Power
Interface), 93–97
standby and hibernation, 134–135
action log, for troubleshooting installation, 29
Active Directory, 240, 255
and Group Policy Objects (GPOs), 241
“known client” of, 6
Active Directory Users and Computers
utility, 155
Add or Remove Programs dialog box, 52
Add Printer Wizard, 98
Add Recovery Agent Wizard, 237
Add/Remove Programs utility, for published
applications, 167
Administrator Password dialog box, 16
Administrators
to access Remote Desktop, 218
account status, 244
default print permissions, 79
to manage mandatory profiles, 155
password for Setup Manager, 14
renaming account, 245
Administrators group, 261
Advanced Attributes dialog box, 39, 235, 236

Advanced Configuration Power Interface
(ACPI), 93–97
standby and hibernation, 134–135
Advanced Security Settings dialog box,
Permissions tab, 46, 47
Advanced Settings dialog box, 16
Security Logging tab, 226, 227
Advanced TCP/IP Settings dialog box, 181, 182
DNS tab, 181
Options tab, 185, 185
WINS tab, 183–184, 184
Alternate IP Configuration, 186
anonymous access to website, 57, 212, 231
anonymous network connections
network shares accessible, 249
settings, 248
answer files, 4, 5, 13–22
creating, 12
manually editing, 17–22
for application installation, 22
for display settings, 21
for driver signing, 22
for dynamic updates, 22
for HALs, 19
for mass storage devices, 18–19
for NTFS conversion, 21
for passwords, 20
for Plug and Play hardware, 19
for regional settings, 20–21
for time zone, 21
for Windows Product Activation, 22
saving, 34
Setup Manager to create
advantages, 13–14
configuration options, 14–15
creation process, 15–17
APIPA (Automatic Private IP Addressing),
180, 186, 231
applications
manually editing answer files for
installation, 22
memory leak, 123
optimizing and troubleshooting, 126–129
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assigned applications – clock on Taskbar

settings for website, 210
shortcuts for, 158
on web service, 55
Windows Installer Packages for, 164–167
assigned applications, 166
ATTRIB command, 147
audit policies, 264–265, 266
authentication
control for website, 212
troubleshooting for user accounts, 259–260
Authentication Methods dialog box, 212, 212
AutoComplete in Internet Explorer, 274
auto-hiding taskbar, 157
Automated System Recovery Wizard, 142
Automatic Private IP Addressing (APIPA),
180, 186, 231
availability of printer, 62
Available MBytes counter, 122–123

B
Back Up Files and Directories right, 266
background for desktop, 158
Backup utility, 152
Advanced Mode, 137
Backup Wizard, 137
backups, 136–148
auditing privileges, 245
exam essentials, 148
Excluding Files, 141, 142
general options, 137–139, 138
log options, 140–141, 141
restore options, 139, 139
types, 140, 141
Basic Authentication, 212
basic storage, 84
BATCH command, 147
battery for laptop
alarms for low, 95
conserving power, 94, 133–134
and scheduled tasks, 132
BINL (Boot Information Negotiation Layer), 6
BIOS
and USB troubleshooting, 105
Windows upgrade and, 24
boot device, 34
troubleshooting configuration, 29
Boot Information Negotiation Layer (BINL), 6

Boot Loader menu, 143
Microsoft Windows XP Recovery
Console, 146
boot ROM, 8
BOOTCFG command, 147
booting, troubleshooting with Safe Mode,
143–145
Boot.ini file, troubleshooting installation
failures, 28–29
bottlenecks, 122, 125–126

C
cables for USB devices, 105
Cachemov utility, 75, 80
Caching Settings dialog box, 73, 73, 80
call waiting, and RAS connection
problems, 200
calling card, 195
cameras, digital, 100
case sensitivity, 250
of passwords, 259
CD command, 147
CD key, 3
CD-ROM drives, 83
restricting access, 245
CDs
answer file for installing Windows XP
from, 17
defective or damaged, 3
.cer file, 237
certificates, 273
Challenge Handshake Authentication
Protocol (CHAP), 198
Change share permission, 51
CHDIR command, 147
CHKDSK command, 147
Cipher utility, 237, 239, 279
classes of network addresses, 177
Classic Start menu, 157
ClickLock, 100
Client Installation Wizard (CIW), 5
clients
connections for IIS, 52
installing Remote Desktop Connection
software, 218–219
naming format for, 7
clock on Taskbar, 157

closing application from Task Manager – Desktop

closing application from Task Manager,
126–127
closing laptop, power management options, 96
CLS command, 147
cmdlines.txt file, 14, 22
color quality, for video adapter, 90
command prompt, Safe Mode startup
with, 144
Compact utility, 38
Compatws.inf file, 252, 254, 279
computer chip. See processors
Computer Management, 109–110, 110
Computer Name dialog box, 16
computer name, for Setup Manager, 14
computer system
Automated System Recovery Wizard
for, 142
package for, 166
Connect Dialup dialog box, 193
Connection Properties dialog box
Advanced tab, 199, 199
General tab, 195
Networking tab, 198, 198–199
Options tab, 195–196, 196
Security tab, 196, 196–198
connections
failure during install, 172
to Internet printer, 68
lost, and working offline, 74
for Remote Assistance, 221
to resources with Internet Explorer,
203–204
timeout for website, 207
Content Advisor, 273, 274, 279
content expiration for website, 213
content ratings for website, 213
Control Panel
 Add or Remove Programs, 52
 Appearance and Themes  Display,
90, 158
 Date, Time, Language and Region
Options  Regional Options, 161
 Network and Internet Connections,
106, 179, 186, 187
 Network Connections, 192
for RAS client, 193
 Performance and Maintenance
 Administrative Tools  Computer
Management, 85, 94
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 Power Options, 94
 Scheduled Tasks, 130
 System, 135, 217, 222

 Printers and Other Hardware, 98
 Scanners and Cameras, 100
Convert utility, 70
cookies, 271
privacy settings, 272
copy backup, 140
COPY command, 147
counters
for disk performance, 125
for memory management, 122–123
for processor, 124
CSC (Client Side Cache) folder, 74–75, 80
csrss.exe, 128
Ctrl+Alt+Delete, disabling for logon, 247
currency, 159

D
daily backup, 140
data compression, 38–39
and file access, 79
data encryption, 234
data recovery agent (DRA), 234, 236–238, 279
date format, 159
Debugging mode, at startup, 145
decrypting files, 238
default desktop for Windows XP
Professional, 29
default directory for website, 208
default gateway, 177, 181
default print permissions, 67
default printer, setting, 58
default security templates, 252–253
default user profile, 154, 172
default username, for Setup Manager, 14
DELETE command, 147
deleting
partitions, 87
printers, 58
Deploy Software dialog box, 167, 168
Deploy.cab file, 11, 12
desktop, 154
default, for Windows XP Professional, 29
Desktop, extending across multiple
monitors, 91–92
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desktop – drivers

desktop, managing settings, 156–159
“Destination Host Unreachable” error
message, 189
device drivers. See drivers
Device Manager utility, 83
for modem configuration, 101
device Properties dialog box, 83, 89
Driver tab, 110
DHCP (Dynamic Host Configuration
Protocol), 177–178, 179
server in RIS process, 6
dial tone, modem setting to wait for, 102
dialing rules, modifying, 195
dial-up networking, 192–203
exam essentials, 203
Internet Connection Sharing (ICS),
201–202
Internet connection with, 200
RAS connection, 193
properties, 195–199
troubleshooting, 199–200
virtual private network (VPN), 193
differential backup, 140
Digest Authentication for Windows Domain
Servers, 212
digital cameras, 100
digital signatures, 248
DIR command, 147
Directory Browsing permission, for web
access, 54, 210
DISABLE command, 147
disk cloning, 9
Disk Defragmenter, 152
disk devices, 83–89. See also hard drives
adding, 86–87
exam essentials, 89
performance monitoring, 125–126
storage types, 84–85
upgrading basic to dynamic, 87
upgrading Windows NT 4 to Windows
XP, 117
disk duplication, 9
disk imaging, 9, 10
copying and installing from, 13
creating, 10–12
Disk Management utility, 85–86, 86
for troubleshooting, 87–89

status codes, 88
disk quotas, 39–42, 79
configuring, 39–40
for individual user, 41
default, 41
monitoring, 42
disk signatures, 89
Diskpart utility, 85, 147
display devices, 89–92
exam essentials, 92
multiple-display support, 91–92
Display Properties dialog box, 158–159
Settings tab, 90, 90
for multiple monitors, 92
Themes tab, 159
display settings
manually editing answer files for, 21
for Setup Manager, 14
Display Settings dialog box, 15–16
distribution folder, for Setup Manager, 15
DNS (Domain Name System), 187
purging resolver cache, 231
servers, 178
Documents and Settings folder, local user
profile in, 154
domain Properties dialog box, Group Policy
tab, 165
domain user accounts, 255
authentication, 260
domains, 241
double-click speed, 100
DoubleSpace, 24
DRA (data recovery agent), 234
driver signing
managing, 111–112
manually editing answer files for, 22
Driver Signing Options dialog box, 111, 112
drivers, 3, 108–112
for DVD/CD-ROM drive, 83
exam essentials, 112
for modem, 102
for network adapter, 108
for Plug and Play hardware, adding to
answer file, 19
print, 63
rolling back, 110
troubleshooting, 109–110

DriveSpace – files

updating, 109
and Windows install failure, 28–29
DriveSpace, 24
DVD/CD-ROM drives, 83
restricting access, 245
Dynamic Host Configuration Protocol
(DHCP), 177–178, 179
server in RIS process, 6
dynamic storage, 84–85, 117
upgrading basic to, 87
dynamic updates, manually editing answer
files for, 22

E
EAP (Extensible Authentication Protocol),
198, 231
East Asian languages, 163
Edit Alias dialog box, 56
ENABLE command, 147
Encrypting File System (EFS), 234–239
Cipher utility, 239
DRA to recover encrypted files, 236–238
on stand-alone computer, 237
exam essentials, 239
managing file sharing, 235–236
error log, for troubleshooting installation, 29
error messages, from PING command, 189
errors, in dynamic disks, 88
events, tracking, 264
Everyone permissions, 248
exam essentials
account policies, 270
backups, 148
dial-up networking, 203
disk devices, 89
display devices, 92
drivers, 112
Encrypting File System (EFS), 239
file management, 48
file systems, 71
input/output (I/O) devices, 108
installing Windows XP Professional,
attended process, 4
Internet Explorer, 276
local policies, 270
multiple languages support, 163
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offline files, 75
power management, 97
printers, 69
Remote Assistance, 225
Remote Desktop, 225
Remote Installation Services (RIS), 22–23
security, 255
shared folders, 57
TCP/IP protocol, 191
user profiles, 159
User State Migration Tool (USMT), 26
Windows Installer Packages, 168
Windows Update, 28
EXIT command, 147
EXPAND command, 147
expiration of website content, 213
explicitly assigned permission, 46
Explorer. See Internet Explorer; Windows
Explorer
explorer.exe, 128
extended partition, 84
Extensible Authentication Protocol (EAP),
198, 231
external tape drives, 137

F
Failed disk status code, 88
FAST (File and Settings Transfer) Wizard, 26
FAT16 file system, 69–70
converting to NTFS, 70
FAT32 file system, 69–70
converting to NTFS, 70
file management, 38–48. See also offline files
data compression, 38–39
disk quotas, 39–42
encryption of data, 234–239
exam essentials, 48
NTFS permissions for access control,
42–46
optimizing access. See shared folders
file systems, 69–71
converting between, 70, 79
exam essentials, 71
files
excluding from backup, 141
shortcuts for, 158
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firewalls – home directory for website

firewalls, 226
FIXBOOT command, 147
FIXMBR command, 147
flicker, 91
floppy disk drives, restricting access, 245
Folder Options dialog box, Offline Files tab,
71, 71–75
folder Properties dialog box
General tab, 38, 39
Security tab, 44–45, 45
permissions inheritance, 46
Sharing tab, 49, 50
Web Sharing tab, 56, 56
folder redirection, 155
folders. See also shared folders
access to, 44
data compression, 38
data encryption, 234–239
offline, 71
preventing offline access, 73
shortcuts for, 158
fonts, size for Desktop, 159
Foreign disk status code, 88
FORMAT command, 148
FTP (File Transfer Protocol), 203–204
port for, 53
Full Control NTFS permission, 43
Full Control share permission, 51

G
gateway, default, 177, 181
Globally Unique Identifier (GUID), 6
gpedit.msc, 225
GPO. See Group Policy Objects (GPOs)
GPResult.exe utility, 242–243, 279
Gpupdate command, 250, 279
group membership, of user accounts, 257
group permissions, adding, 45–46
Group Policy Objects (GPOs), 240
and Active Directory, 241
adding package to, 166–167
application, 243
creating, 165
filtering, 166
inheritance, 242
Properties dialog box, Security tab, 166

Group Policy Result tool, 242–243, 279
Group Policy window, 167, 167
to enable Offer Remote Assistance, 225
groups, 260–261
Guest account
account status, 244
renaming account, 245
GUID (Globally Unique Identifier), 6

H
HAL. See Hardware Abstraction Layer (HAL)
hand icon for shared folders, 49
hard drives
device drivers, 34
disk quotas, 39–42
installing non-supported, 29
logical memory on, 122
testing before upgrade, 24
Windows XP Professional space
requirements, 3
hardware. See also drivers
disk devices, 83–89
display devices, 89–92
input/output (I/O) devices, 97–108
modems, 100–103
power management, 93–97
USB devices, 104–105
Hardware Abstraction Layer (HAL)
for disk duplication, 10
manually editing answer files for, 19
hardware profiles, 135–136
Hardware Profiles dialog box, 135
Hardware Update Wizard, 109
HCL (Hardware Compatibility List), 2, 3
Healthy disk status code, 88
Help and Support dialog box, 27
for Remote Assistance, 223, 223
HELP command, 148
hibernation, 93, 134–135
configuring, 97
hierarchy in Active Directory, 241
Hisec*.inf file, 253
history
in Internet Explorer, 271
of passwords, 262
home directory for website, 54, 208–210

home folders – Interrupts/Sec counter

home folders, 259
home page for Internet Explorer, 270
host computer, for Internet Connection
Sharing, 201–202
hostnames, resolving to IP addresses, 178
HOSTS file, 178, 187
hot swapping, 86–87
HTML (Hypertext Markup Language), 203
HTTP (HyperText Transfer Protocol), 203
port for, 53

I
ICMP (Internet Control Message
Protocol), 189
icons
on Taskbar, hiding inactive, 157
on Windows desktop, 29
ICS (Internet Connection Sharing), 199,
201–202
idle time
network session disconnection for, 248
for scheduled tasks, 132
web connection termination for, 207
IIS. See Internet Information Services (IIS)
imaging devices, 100
Import Template dialog box, 252
importing security template, 252–254
Incomplete disk status code, 88
incremental backup, 140, 152
Index This Resource permission, for web
access, 54, 210
inetpub\wwwroot directory, 208
Infrared Data Association (IrDA) devices,
103–104
inheritance, 242, 279
inherited permissions, 46
initializing disk, 89
input/output (I/O) devices, 97–108
exam essentials, 108
installation folder for Setup Manager, 14
installing
Internet printer, 68
network adapter, 106–108
printers, 98, 117
published applications, 167
Remote Desktop Connection client
software, 218–219
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installing Windows XP Professional
attended process, 2–4
common problems, 3–4
exam essentials, 4
information needed, 2
post-installation updates, 27
product activation, 28
troubleshooting failure, 28–29
unattended process, 4–23. See also
answer files
with Remote Installation Services
(RIS), 5, 5–9
with System Preparation Tool, 9–13
Integrated Windows Authentication, 212
interactive logon, 259
Internet Connection Firewall, 199, 226, 231
Internet Connection Sharing (ICS), 199,
201–202
Internet connection with dial-up
networking, 200
Internet Control Message Protocol
(ICMP), 189
Internet Explorer
for connecting to resources, 203–204
exam essentials, 276
security settings, 270–276
settings in Setup Manager, 14
Internet Information Services dialog box, 205
Internet Information Services (IIS), 51,
204–215
installing, 52, 205
website management, 52
Internet Options dialog box, 270–276
Advanced tab, 275, 276
Connections tab, 274–275, 275
Content tab, 273, 273–274
General tab, 270–271, 271
Privacy tab, 272, 272
Programs tab, 275, 276
Security tab, 271, 272
Internet printer, 68, 79
Internet Printing Protocol (IPP), 68
Internet Properties dialog box, Connections
tab, 202
Internet Protocol (TCP/IP) Properties dialog
box, 181, 181, 188
General tab, 186
Internet Service Provider (ISP), 200
Interrupts/Sec counter, 124
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invitation for Remote Assistance – logon scripts

invitation for Remote Assistance, 223
reuse of, 225
IP addresses, 176–177
classes, 177
configuring for website, 53
for manual IP configuration, 180
multiple, 187–188
of network printer, 60
resolving hostnames to, 178
static, 180–185
for website, 207
IP configuration testing, 188–191
with IPCONFIG, 188
with NBTSTAT, 190
with PING, 189–190
IPCONFIG command, 188, 231
IPP (Internet Printing Protocol), 68
IrDA (Infrared Data Association) devices,
103–104
ISP (Internet Service Provider), 200
IUSR_ user account, 212

K
Kernel Debugger, 145
keyboard, configuring, 98, 99
Keyboard Properties dialog box, 99

L
L2TP (Layer Two Tunneling Protocol), 193
LAN Manager, authentication level, 249
language groups, 161
languages, support for multiple, 159–163
exam essentials, 163
laptop computers
Alternate IP Configuration for, 186
power management, 93–97
undocking without logon, 245
Last Known Good Configuration, 144
Layer Two Tunneling Protocol (L2TP), 193
LDAP (Lightweight Directory Access
Protocol), 246
left-handed mouse, 100
List Folder Contents NTFS permission, 44

LISTSVC command, 148
LMHOSTS file, 187
enabling lookup, 184
LoadState.exe, 24, 25, 34
Local Area Connection Properties dialog
box, 106, 107, 179, 186
Local Area Connection Status dialog box,
190–191, 191
Local Group Policy Objects (LGPOs), 240
local logon, 259
local policies, 264–269
audit policies, 264–265, 266
exam essentials, 270
user right policies, 266–269, 269
local ports, 60
local print device, connecting to, 68
local printer, 60
local settings, configuring, 162–163
local user accounts, 255
troubleshooting authentication, 259–260
local user profiles, 259
Local Users and Groups utility, 255, 261
localized Windows XP, 161
locations, support for multiple, 159–163
locking taskbar, 157
lockout policies for user accounts, 263,
263–264
log files
from boot logging, 144
for modem, 102
shutdown at failure to log security
audits, 245
from SigVerif utility, 112
for troubleshooting installation, 29
for website access, 207
Log Visits permission, for web access, 54, 210
logical memory (page file), 121
logical multihoming, 187
logical printer, 98, 117
logoff, forcing, 249
logon
limiting invalid attempts, 263–264
settings for, 247
troubleshooting cached credentials, 270
user permissions for, 259
LOGON command, 148
logon scripts, 259

Manage Documents permission – network connections

M
Manage Documents permission, 66
Manage Printers permission, 57, 66
mandatory user profiles, 155–156, 172
MAP command, 148
mass storage devices, manually editing
answer files for, 18–19
Master Boot Record (MBR)
disk signatures in, 89
Recovery Console to repair, 145
maximum age of passwords, 262
MD command, 148
media errors, during Windows XP install, 3
memory
minimum for Windows XP Professional, 3
optimizing and troubleshooting, 121–124
key counters, 122–123
managing page file, 123–124
separate space for Windows 16-bit
applications, 152
upgrading, 124
memory leak, 123
messages, for logon, 247
microprocessor. See processors
Microsoft CHAP (MS-CHAP), 198
Microsoft Installer (MSI) format file, 164,
172, 173
Microsoft Management Console (MMC)
for Account Policies folder, 261
Local Computer Policy snap-in, 264
Miggapp.inf file, 25
migration rule information files, 25
Migsys.inf file, 25
Miguser.inf file, 25
MIME (Multipurpose Internet Mail
Extensions), 213
minimum age of passwords, 263
Mini-Setup Wizard, 10, 11, 12
prompts from, 13
MKDIR command, 148
MMC. See Microsoft Management
Console (MMC)
mmc.exe, 128
modem Properties dialog box, 101–103
General tab, 101, 102
modems, 100–103, 117
troubleshooting, 200
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modification (.mst) files, 164
Modify NTFS permission, 43
monitor Properties dialog box, 90–91, 91
MORE command, 148
mouse, configuring, 99–100
Mouse Properties dialog box, 99–100
Buttons tab, 99
MSI (Microsoft Installer) format file, 164,
172, 173
.mst (modification) files, 164
MSTSC utility, 219
multihoming, 187
multilanguage technology, 160–161
Multilanguage Version files, 161
Multilingual API, 160
multiple-display support, 91–92
multiprocessor computers, 112–113
Multipurpose Internet Mail Extensions
(MIME), 213

N
name resolution, 187
DNS (Domain Name System) servers, 178
WINS (Windows Internet Name Service),
178–179
names for printers, 60
changing, 58
naming format, for client computers, 7
National Language Support API, 160
NBTSTAT command, 190
NET command, 148
Net PC/PC 98 standard, 8
Net Share utility, 50
NetBIOS (Network Basic Input/Output
System), 178, 187
over TCP/IP, 184
network adapter
installing and configuring, 106–108
PXE support, 4, 8
network adapter Properties dialog box,
107, 108
Network and Internet Connections dialog
box, 179
network connections. See also connections
failure during install, 172
lost, and working offline, 74
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network printers – performance monitoring

network printers, 60
Network Settings dialog box, 16
network settings, for Setup Manager, 14
networking, Safe Mode startup with, 144
networks. See also offline files
New Connection Wizard, 192, 192
New Group dialog box, 261
New or Existing Answer File dialog box, 15
New User dialog box, 256
new users, default quota for, 41
non-Unicode programs, language support, 163
normal backup, 140
Not Initialized disk status, 89
NT Virtual DOS Machine (NTVDM), 152
Ntbtlog.txt file, 144
NTFS file system, 69–70
converting FAT to, 70
data compression for partitions, 38–39
manually editing answer files for
conversion, 21
NTFS permissions, 42–46
adding user and group, 45–46
controlling inheritance, 46
Full Control, 43
List Folder Contents, 44
Modify, 43
Read, 44
Read & Execute, 43
removing, 46
types, 43–44
and web service access permissions, 54
Write, 44
NTFS volume Properties dialog box, Quota
tab, 39–40, 40
NTUSER.DAT file, 154, 259
NTUSER.MAN file, 155
Ntvdm.exe, 128

O
objects, ownership and security descriptors, 47
offline files, 71–75, 80
exam essentials, 75
folder configuration, 72–75
troubleshooting, 75
Offline Files -- Advanced Settings dialog box,
74, 74
Offline Files Database, 74–75

Offline Files Wizard dialog box, 72
Offline or Missing disk status code, 88
on-demand dialing, 201, 202
Online (Errors) disk status code, 88
Online disk status code, 88
Open Database dialog box, 252
Organizational Units (OUs), 241
ownership of object, 47, 79
default for Administrator group
member, 250

P
package, adding to group policy object,
166–167
packed files, 38
page file, 121, 122, 152
clearing at shutdown, 250
managing, 123–124
page layout for printing, 58
Pages/Sec counter, 123
Paging File > % Usage counter, 123
partitions
deleting, 87
primary or extended, 84
Password Authentication Protocol (PAP), 198
password policies, 261–263
passwords
administrator, for Setup Manager, 14
for domain user accounts, 260
for idle system, 159
limiting blank, 244
manually editing answer files for, 20
maximum age, 246
prompt for changing, 247
for RAS connection, 197
for Remote Assistance, 223
for resuming after standby, 96
for Server Message Block servers, 248
for user accounts, 256
pause printing, 58
Peer Web Services (PWS), 52, 204
Perform Analysis dialog box, 254
Performance Logs and Alerts, 120, 121, 122
performance monitoring, 120–133
applications, 126–129
disk devices, 125–126
with hardware profiles, 135–136

Peripheral Connection Interface (PCI) video adapter – PXE

memory, 121–124
for mobile users, 133–136
processor, 124–125
Peripheral Connection Interface (PCI) video
adapter, 91
permissions. See also NTFS permissions
for Disk Management utility use, 85
for printers, 65–67
share, 50–51
for user access to website, 54
for website, 209–210
.pfx file, 237
phone number, for RAS connection, 195
Phone Number to Dial dialog box, 193
physical memory, 122
PING command, 189–190
"Ping Request Could Not Find Host" error
message, 190
Plug and Play hardware, 3
and disk duplication, 11
manually editing answer files for, 19
modem as, 101
video adapter as, 89
pointers, scheme for, 100
Point-to-Point Protocol (PPP), 199
Point-to-Point Tunneling Protocol (PPTP), 193
ports
for Internet connection, 53
maximum speed for modem, 102
for printers, 60–61
power management, 93–97
exam essentials, 97
power schemes, 95, 117
Power Options Properties dialog box, 94–97
Advanced tab, 96
Alarms tab, 95, 96
Hibernate tab, 97, 97
Power Meter tab, 96
Power Schemes tab, 94–95, 95
power schemes, 133–134
Power Users group, 261
default print permissions, 79
PPP (Point-to-Point Protocol), 199
PPTP (Point-to-Point Tunneling Protocol), 193
Pre-boot eXecution Environment (PXE)
network adapter, 4
primary partition, 84
print devices, 57–69
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print driver, 63
restricting install by others, 245
print jobs, managing, 64–65
print processors, 64
print server, 98
print spoolers, 63
retaining jobs in, 64
printer pools, 60–61, 79
printer Properties dialog box, 59–64
Advanced tab, 61–64, 62
Device Settings tab, 64
General tab, 59, 60
Ports tab, 60–61, 61
Security tab, 65–67, 66
Sharing tab, 60
printers
exam essentials, 69
installing, 98, 117
Internet, 68
managing, 58, 59
permissions for, 65–67
redirecting jobs to different, 61
settings in Setup Manager, 14
shortcuts for, 158
Printing Preferences dialog box, 58
priority
for print jobs, 62–63
for processes, 129, 152
processes
priority for, 129, 152
stopping, 128
Task Manager to display, 126, 126
Processor Queue Length counter, 124
processors
minimum for Windows XP Professional, 3
multiple, 112–113, 152
optimizing and troubleshooting, 124–125
Product Activation Wizard, 28, 34
Product Key dialog box, 3
Product to Install dialog box, 15
Profile Assistant, 274
programs. See applications
Providing the Product Key dialog box, 16
published applications, 166
installing, 167
PWS (Peer Web Services), 52, 204
PXE (Pre-boot eXecution Environment)
network adapter, 4, 8, 35
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Quick Launch – router

Q
Quick Launch, 157
Quota Entries for Volume dialog box, 41, 41
for monitoring, 42
quotas. See disk quotas

R
Radio Frequency (RF), 103
RAS connection, 193
properties, 195–199
troubleshooting, 199–200
rbfg.exe (Remote Boot Floppy Generator)
utility, 5
RD command, 148
Read & Execute NTFS permission, 43
Read NTFS permission, 44
Read permission, for web access, 54, 209
Read share permission, 51
Recovery Console, 145–148, 152
Administrative logon, 250
redial attempts, for RAS connection, 196
redirecting print jobs, 61
refresh frequency, 91
Regional and Language Options dialog box,
161–162
regional settings
manually editing answer files for, 20–21
for Setup Manager, 14
registration of IP address, 177
Registry paths, accessibility, 249
remote access connections,
troubleshooting, 103
Remote Access Server. See RAS connection
Remote Assistance, 216, 220–225, 224
enabling, 222
exam essentials, 225
initiating session, 225
options for establishing, 221
vs. Remote Desktop, 221
requesting, 223
responding to requests, 224
reuse of invitations, 225
security and, 225

Remote Boot Floppy Generator (rbfg.exe)
utility, 5
Remote Desktop, 216
computer configuration for, 217–218, 231
customizing connection, 219–220, 220
ending session, 220
exam essentials, 225
installing client software, 218–219
vs. Remote Assistance, 221
requirements, 217
restrictions, 216–217
starting session, 219
Remote Desktop Users dialog box, 218
Remote Installation Preparation (RIPrep)
image, 5, 7
Remote Installation Services (RIS), 4–5
client option, 6–7
client preparation, 8–9
exam essentials, 22–23
server preparation, 7–8
unattended install of Windows XP
Professional, 5, 5–9
advantages, 5
removable media, 89
RENAME command, 148
repackaged applications, 164
"Request Timed Out" error message, 189
resource files, for multilingual support, 160
resources
Internet Explorer for connecting to,
203–204
for modem, 103
for network adapter, 108
Restore Wizard, 142
restoring backups, 139, 139
Resultant Set of Policy (RSOP), 243
RIPrep images, 5, 7
RIS boot disk, 4–5
creating, 8–9
Risetup.exe utility, 7
RMDIR command, 148
roaming user profiles, 154, 155, 172
rolling back drivers, 110
root hub for USB, 105
Rootsec.inf file, 253
router, 177

Safe Mode – standby

S
Safe Mode, starting computer in, 143–145, 152
saving data, with hibernation, 93, 134
scanners, 100
Scanners and Cameras Properties dialog
box, 100
ScanState.exe, 24, 25, 34
scheduled tasks, 129–133
properties dialog box, 130–132
Schedule tab, 131
Settings tab, 131–132, 132
Task tab, 130, 131
troubleshooting, 132–133
scheduling for printer, 62
screen resolution, troubleshooting, 117
screen saver, 159
Script Source Access permission, 54, 209
Secedit.exe utility, 251
Secure Sockets Layer (SSL), 203, 231
certificates, 273
Secure*.inf file, 253
securews template, 254
security. See also Encrypting File System (EFS)
exam essentials, 255
identifying violations, 264
Internet Explorer settings, 270–276
Local Group Policy Objects (LGPOs)
for, 240
port configuration and, 53
for RAS connection, 197–198
Remote Assistance and, 225
Remote Desktop and, 216–217
troubleshooting policies, 251–254
for website, 213
security analysis, 254
Security Configuration and Analysis tool,
251, 252
analysis results in, 254
security database, 251–252
security descriptor, 47
security option policies, 244, 244–250
security template, 252–254
configuration options, 253
opening, 254
Select Users or Groups dialog box, 45
for printers, 67
separator pages for print jobs, 64
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Serial Line Internet Protocol (SLIP), 199
server, for Remote Installation Services, 7–8
Server Extensions Wizard, 214
Service Packs, 27
Setup Information File Text dialog box, 16
Setup Manager (Setupmgr), 12
for answer file creation
advantages, 13–14
configuration options, 14–15
creation process, 15–17
Setup security.inf file, 252
Share Permissions dialog box, 50, 51
shared folders, 44, 48–57, 79
creating, 49, 50
exam essentials, 57
share permissions for, 50–51
web folders as, 56, 56
shared printers, 58
shares, copying MSI application to, 165
sharing files, in Encrypting File System (EFS),
235–236
Shiva Password Authentication Protocol
(SPAP), 198, 263
shortcuts, 158
for printers, 58
shutdown
at failure to log security audits, 245
states for, 93–94
without logon, 250
SigVerif utility, 112
Simple File Sharing, 45
simple volumes, 84
SLIP (Serial Line Internet Protocol), 199
smart cards, 195, 247
for RAS connection, 197
smss.exe, 128
snap-to-default feature for mouse pointer, 100
spanned volumes, 84–85
SPAP (Shiva Password Authentication
Protocol), 198, 263
speaker volume, for modem, 102
Special Permissions permission, 66
spooling print jobs, 63
SSL (Secure Sockets Layer), 203
stand-alone computer, data recovery agent
(DRA) on, 237
standby, 93–94, 117, 134–135
password for resuming after, 96
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start command – troubleshooting

start command, 129
Start menu. See also Control Panel
 Administrative Tools
 Active Directory Users and
Computers, 165
 Internet Information Services, 52, 205
 Performance, 121
 All Programs  Accessories
 Communications  Remote
Desktop Connection, 219
 System Tools  Backup, 136
 Windows Explorer, 38
 Help and Support, 27, 223
 Printers and Faxes, 58
customizing, 172
static IP addressing, 180–185
stopping processes, 128
striped volumes, 84, 85
subnet mask, 177
for manual IP configuration, 180
synchronization, online and offline files, 72
Sysdiff tool, for application installation, 22
Sysfiles.inf file, 25
Sysprep.exe. See System Preparation Tool
system data, Automated System Recovery
Wizard for backup, 142
System Idle Process, 128
System Monitor, 120–121, 121
System Preparation Tool, 4, 35
command-line switches, 11–12
unattended install of Windows XP
Professional with, 9–13
System Properties dialog box
Hardware tab, 111
Remote tab, 217, 222
System State data, backups, 136
SYSTEMROOT command, 148

T
tape devices, 89
external, 137
Task Manager, 126, 152
Applications tab, 126
Processes tab, 127, 127–129
Task Scheduler, 129–133

Taskbar
customizing, 172
Power Management icon on, 96
Taskbar and Start Menu Properties dialog
box, 156–158
Start Menu tab, 157–158, 158
Taskbar tab, 156, 157
TCP port, configuring for website, 53
TCP/IP Filtering dialog box, 185, 185
TCP/IP protocol, 52, 176–191
Automatic Private IP Addressing (APIPA),
180, 186, 231
client configuration, 231
default gateway, 177
DHCP (Dynamic Host Configuration
Protocol), 177–178, 179
server in RIS process, 6
exam essentials, 191
IP addresses, 176–177. See also IP
addresses
IP configuration testing, 188–191
with IPCONFIG, 188
with NBTSTAT, 190
with PING, 189–190
local area connection status, 190–191
name resolution, 187
DNS (Domain Name System)
servers, 178
WINS (Windows Internet Name
Service), 178–179
subnet mask, 177, 180
Telnet, port for, 53
temporary Internet files, 271
test pages, printing, 60
TFTP (Trivial File Transfer Protocol), 6
time zone setting
manually editing answer files for, 21
for Setup Manager, 14
tracert command, 189
traffic light icon, 40, 40
trails for pointers, 100
Trivial File Transfer Protocol (TFTP), 6
troubleshooting
applications, 126–129
Disk Management utility for, 87–89
domain user account authentication, 260
driver signing, 112

“TTL Expired in Transit” error message – video adapter

drivers, 109–110
IP configuration, 188–191
with IPCONFIG, 188
with NBTSTAT, 190
with PING, 189–190
logon cached credentials, 270
memory, 121–124
modem, 102
multiple-display support, 92
offline files, 75
processor bottlenecks, 124–125
RAS connection, 199–200
remote access connections, 103
scheduled tasks, 132–133
security polices, 251–254
system restoration with Safe Mode start,
143–145
USB devices, 105
user accounts authentication, 259–260
Web server resources, 51–55
website access, 57, 215
Windows XP Professional installation
failure, 28–29
“TTL Expired in Transit” error message, 189
TYPE command, 148

U
unattended install of Windows XP
Professional. See also answer files
with Remote Installation Services (RIS), 5,
5–9
with System Preparation Tool, 9–13
UNC (Universal Naming Convention), 208
undocking laptop without logon, 245
Unicode standard, 160
Uniform Resource Locator (URL) address,
for resource access, 203
uninstalling Windows XP Professional, 30
Uninterruptible Power Supply (UPS), 94
Uniqueness Database File (UDF), for Setup
Manager, 14
Universal Naming Convention (UNC), 208
Unknown disk status code, 88
Unreadable disk status code, 88
updates to Windows, 27
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upgrade to Windows XP Professional,
23–26
hardware requirements, 23–26
reverting to previous operating system, 34
upgrade checklist, 23–24
UPS (Uninterruptible Power Supply), 94
USB controller Properties dialog box, 104
USB devices, 104–105, 117
troubleshooting, 105
user accounts
creating, 256
disabled or deleted, 260
domain, 255
group membership, 257
local, 255
properties, 257
troubleshooting authentication,
259–260
User Interaction Level dialog box, 15
user interaction level, for Setup Manager, 14
user permissions, adding, 45–46
user profiles, 154, 259
exam essentials, 159
mandatory, 155–156
roaming, 154, 155, 172
user Properties dialog box, 257
General tab, 257
Member Of tab, 257, 258
Profile tab, 258, 258
user right policies, 266–269, 269
User State Migration Tool (USMT), 24–26, 34
exam essentials, 26
username, 256
preventing display, 246
for Setup Manager, 14
users
configuring package for, 166
disk quotas, 39–42
printer access, 65–67
website access, 54

V
VBA mode, at startup, 144
verbose mode, for Convert utility, 70
video adapter, 89–92
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volumes for dynamic storage – zipped files

volumes for dynamic storage, 84–85
deleting, 84
status codes, 88
VPN (virtual private network), 193

W
wallpaper, for desktop, 158
web browser. See also Internet Explorer
for Internet printer connection, 68
Web server resources, managing and
troubleshooting, 51–55
website management, 52
troubleshooting access, 57
website Properties dialog box, 52, 206
Custom Errors tab, 214, 214
Directory Security tab, 55, 55, 211,
211–213
Documents tab, 210–211, 211
Home Directory tab, 53, 53–55,
208–210, 209
HTTP Headers tab, 213, 213
ISAPI Filters tab, 208, 208
Server Extensions tab, 214, 215
Web Site tab, 53, 206–207, 207
websites, creating. See Internet Information
Services (IIS)
wide area network, protocol for, 198–199
Windows 2000 Server, 4
Windows Components dialog box, 52
Windows Explorer
to apply permissions, 44
to create shortcut, 158
for data compression, 38
to manage permissions, 45
Windows Installer Packages, 164–167
exam essentials, 168
Windows Internet Name Service (WINS),
178–179, 187
Windows Product Activation, manually
editing answer files for, 22

Windows Server 2003, 4
filtering GPO on, 166
Windows Setup Manager Wizard, 15
Windows System Preparation Tool dialog
box, 12
Windows Update, 27
exam essentials, 28
Windows XP Home edition, 205
Windows XP Multilanguage Version, 161, 172
Windows XP Professional. See also installing
Windows XP Professional
advanced startup options, 143
built-in local groups, 260
default desktop, 29
Internet Information Services (IIS)
software, 52
power schemes, 95
uninstalling, 30
upgrade from previous version, 23–26
hardware requirements, 23–26
Windows XP Remote File Generator dialog
box, 9
winnt.sif file, 17
WINS (Windows Internet Name Service),
178–179, 187
wireless devices, 103–104
Write NTFS permission, 44
Write permission, for web access, 54, 209

X
X.25 connection, 196

Z
ZAP files, 164
Zip drives, 89
zipped files, 38

